
Chelsy Pham
sp - Phrase

Chelsy Pham
add - and



Carol Hobson
Can we say specifically who this is so people know where to go?



 a)  Violation of Laws: Any use that violates federal, state, or local laws, 
 including copyright and intellectual property laws  Violation of Law. Any 
 use of Hartnell's technology resources which is in violation of federal, 
 state or local law, or which is in aid to or furtherance of the violation of 
 federal, state or local law, is prohibited. This includes, but is not 
 limited to, the violation of copyright and other intellectual property 
 laws  . 

 b)  Using a computer account that you are not authorized to use. 
 c)  Unauthorized Network Access: Unauthorized access to 

 computer systems through the Campus Network  Using the 
 Campus Network to gain unauthorized access to any computer 
 systems  . 

 d)  Interfering with Operations: Intentional acts that disrupt the normal 
 operation of computers, terminals, peripherals, or networks 
 Knowingly performing an act which will interfere with the normal 
 operation of computers, terminals, peripherals, or networks  . 
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 Hartnell in writing. 
 n)  Obscene Material. Accessing, uploading, downloading, transmitting, 

 producing, storing or viewing of any obscene material is prohibited. 
 Obscene material includes "harmful matter" as defined by California 
 Penal Code section 313, meaning "matter, taken as a whole, which to 
 the average person, applying contemporary statewide standards, 
 appeals to the prurient interest, and is matter which, taken as a 
 whole, depicts or describes in a patently offensive way sexual conduct 
 and which, taken as a whole, lacks serious literary, artistic, political, 
 or scientific value for minors." 

 o)  Food or Drink Prohibited. Users of Hartnell's technology resources 
 generally accessible to the public, such as computer labs, may not 
 possess or consume any food or drink, including water, while using 
 such resources or within the immediate vicinity of the technology 
 equipment.  ¶ 

 p)  Defamatory/Harassing/Threatening Material. Creation or transmission 
 of material  which  that  is defamatory, harassing or threatening toward 
 another person is  ¶ 

 q)  ¶ 
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 student organizations. Official web pages must be approved by the 



 designated server platforms that the IT personnel has authorization 
 and access to for maintenance or content management.  ¶ 

 b)  Establishing Personal Web Pages. The Hartnell administration may 
 authorize the creation and maintenance of personal web pages by 
 students, faculty or staff. Personal web pages must be for educational 
 purposes, including research, discussion, academic development, 
 public service and other educational uses consistent with the mission 
 of Hartnell, and must otherwise comply with the requirements of this 
 technology use policy. The creation of personal web pages must be 
 authorized by the appropriate administrator and proposed content may 
 be reviewed for compliance with this policy. In addition to the 
 requirement that the content of personal web pages comply with this 
 policy, any sites to which the personal web page links must be 
 consistent with this policy.  ¶ 

 c)  Personal Web Page Disclaimer. Personal web pages must include the 
 following notice: “This is a personal web page. Any opinions expressed 
 on this page are not those of Hartnell College, nor does Hartnell 
 guarantee the accuracy or appropriateness of any information 
 contained on this page, nor any information linked to by this page.”  ¶ 

 Email Accounts 

 Student Email and File Share Accounts: 
 Student email accounts will be issued upon applying to Hartnell College and  will 
 remain active as long as the student is enrolled. Once a student is no longer enrolled 
 for two consecutive academic terms, the email account will be deactivated  , after  ; 
 after  six consecutive academic terms of non-enrollment, the account it will be 
 deleted. 

 Employee Email and File Share Accounts: 
 Employees will be issued during the onboarding process and will remain active while 
 the employee is employed by the District. 
 Employees who voluntarily separate from the District will retain access to their email 
 accounts for 60 days after separation. File share is transferred to the Dean/Director 
 of the area. 
 •  After the initial 60-day period, employee email accounts will be suspended for 
 36 months.  The email will be deleted at 37 months. 
 •  Employees who are separated involuntarily will have their emails immediately 
 suspended and after 36 months the account will be deleted. 
 ¶ 
 District file share  District file share documents will be transferred to the manager 
 of the area. 
 ¶ 

 Email Correspondence  Email Usage 
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 confidential by other  ¶ 
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 Enforcement  and Penalties 
 Violations of this policy may lead to penalties under California Education 
 Code regulations, Hartnell regulations, California law, or United States law. 
 Minor infractions may be addressed informally, while more serious violations 
 follow formal procedures. In some cases, account privileges may be 
 suspended during investigations. Students may face temporary or permanent 
 access restrictions, notification to academic advisors, and referral to the 
 Office of Student Affairs. Faculty or staff infractions may lead to department 
 head or administrative officer involvement. Offenses violating local, state, or 
 federal laws can result in the loss of computing privileges and notification of 
 relevant authorities  Penalties may be imposed under  one or more of the 
 following: California Education Code regulations, Hartnell regulations, 
 California law, or the laws of the United States. Minor infractions of this 
 policy or those that appear accidental in nature are typically handled 
 informally by electronic mail or in-person discussions. More serious 
 infractions are handled via formal procedures. In some situations, it may be 
 necessary to suspend account privileges to prevent ongoing misuse while the 
 situation is under investigation. Infractions by students may result in the 
 temporary or permanent restriction of access privileges, notification of a 
 student's academic advisor and/or referral of the situation to the Office of 
 Student Affairs. Those by a faculty or staff member may result in referral to 
 the department head or administrative officer. Offenses that are in violation 
 of local, state, or federal laws may result in the restriction of computing 
 privileges, and will be reported to the appropriate District and law 
 enforcement authorities  . 

 Reporting Misuse 
 Users reporting violations shall follow specific complaint procedures involving 
 their immediate supervisor, Human Resources, or the Office of Student 
 Affairs. Investigations will be initiated as necessary, with resolutions and 
 remedies determined in consultation with appropriate Vice Presidents. 
 Dissatisfied complainants have recourse to contractual protections and legal 
 action.  A user who asserts that the District or District  personnel have 
 violated this policy shall file a complaint with his or her immediate supervisor 
 with a copy to Human Resources and a copy to the employee’s bargaining 
 unit in the event the alleged violator is an employee or Student Affairs in the 
 event the violator is a student. The administration will contact the alleged 
 violator to discuss the complaint. The supervisor/administrator of the 
 complainant shall initiate an investigation if necessary and determine an 
 appropriate remedy/resolution in consultation with the appropriate Vice 
 President. In cases where the supervisor/administrator is part of the 
 complaint, the complaint shall be filed with the next level of supervision for 
 investigation and resolution and/or remedy. The complainant shall be 
 informed in writing 1) of the initiation of the investigation, and 2) of its 
 outcome as appropriate, with copies to the appropriate Vice President and 



 the employee’s case the correct bargaining unit. Complainants dissatisfied 
 with the resolution/remedy have full recourse to relevant contractual 
 protections and/or legal action  ¶ 

 Dissemination and User Acknowledgment 
 All users must receive and familiarize themselves with these procedures. 
 Students acknowledge acceptance electronically when accessing District 
 computer and network resources, while employees do so during the employment 
 process  All users shall be provided copies of these  procedures and be directed to 
 familiarize themselves with them.  ¶ 

 ¶ 
 Students shall acknowledge acceptance of BP/AP 3720 electronically when 
 accessing District computer and network resources. Employees shall 
 acknowledge acceptance of BP/AP 3720 during the employment process.  ¶ 

 Privacy  Disclosure 
 No Expectation of Privacy 
 Users should be aware that they have no expectation of privacy when 
 using District network systems and computers. The District will monitor 
 use for legitimate District purposes, such as compliance with this 
 procedure t  ncnc cyetw 



 resources. The District will exercise this right only for legitimate District 
 purposes including, but not limited to, ensuring compliance with this 
 procedure and the integrity and security of the system.  ¶ 

 Possibility of  Disclosure  Unintended Disclosure and  Retrieval 
 Information entered or transmitted through the District's systems may be 
 retrieved even after deletion.  Users must be aware  of the possibility of 
 unintended disclosure of communications.  ¶ 

 ¶ 
 Retrieval  ¶ 
 It is possible for information entered on or transmitted via computer and 
 communications systems to be retrieved, even if a user has deleted such 
 information.  ¶ 

 Public Records  and Litigation 
 Computer transmissions and electronically stored information may be subject to 
 discovery in legal proceedings.  The California Public  Records Act (Government 
 Code Sections 6250 et seq.) includes computer transmissions in the definition of 
 “public record” and nonexempt communications made on the District network 
 and computer must be disclosed if requested by a member of the public.  ¶ 

 ¶ 
 Litigation  ¶ 
 Computer transmissions and electronically stored information may be 
 discoverable in litigation  . 

 See Board Policy 3720 
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